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Introduction

- How long does it take you to get a new application to
production?

Houre?

Days?
Months?
vears?
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Introduction

- Going to production at ING
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Introduction

- Day?2 operations
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Where to start?
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ING Landscape

+300 DevOps teams working on 1000'’s of services ...

[T ]

-
offices r \
ATMs jE—
ING.nl Java
iOS Apps —
Android
Apps

ibco
Kafka
MQ

o )

Core Bank

LAY
SR,
oo G5




Deciding on an initial target platform

_EA < > - Finding the right balance
8 Al between abstraction and control
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Tradeoffs

laas CaaS PaaS FaaS - Migration path
Customer Managed [ EGSU of use
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- Security

skt - Observability
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Application Application Application
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Hardware
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https://serverless.zone/abstracting-the-back-end-with-faas-e5e80e837362
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Architecture
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Composable Architecture

Lifespan of components

Lifecycle management of =l=i=l=

systems g = 2 3 3

- Separation of failure domains g 58 %GB

- Separation of concerns B
- Separation of business processes | . N \
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How to achieve composability?

{
"name": "[variables('networkInterfaceName')]",
"type": "Microsoft.Network/networkInterfaces",
"apiVersion": "2016-09-01",
"location": "[parameters('location')]",
] | f t t C d "dependsoOn": [
n rGS ruc ure GS O e "[concat( 'Microsoft.Network/virtualNetworks/', variables('virtualNetworkName'))]",
"[concat( 'Microsoft.Network/publicIpAddresses/', variables('publicIpAddressName'))]",
= ARM VS Te rrafo rm "[concat( 'Microsoft.Network/networkSecurityGroups/', variables('networkSecurityGroupName'))]"
1
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": { ARM
"subnet": {
"id": "[variables('subnetRef')]"
3
"privateIPAllocationMethod": "Dynamic",
"publicIpAddress": {
"id": "[resourceId(resourceGroup().name, 'Microsoft.Network/publicIpAddresses', variables('pu
3
}
}
1.
resource "azurerm_network_interface" "basicvm" { "networkSecurityGroup": {
name = "${local.networkInterfaceName}" "id": "[resourceld(resourceGroup().name, 'Microsoft.Network/networkSecurityGroups', variables('net
location = "g{var.resource_group_location}" ¥
resource_group_name = "${azurerm_resource_group.basicvm.name}" i
ip_configuration {
Terraferm
subnet_id = "${azurerm_subnet.basicvm.id}"
private_ip_address_allocation = "dynamic"
public_ip_address_id = "${azurerm_public_ip.basicvm.id}"
1
¥
https://blogs.msdn.microsoft.com/cloud_solution_architect/2018/06/27/terraform-for-the-arm-template-developer/
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Pipeline for infrastructure

Deploying Infrastructure

M | n | mum Set Of pa ram ete rs Dev Azure DevOps Azure Cloud Infrastructure

. Regior) Dd G /A

- Domain "G

- Project name _’ | Ko Bt sage
- Project environment Dd—< .
- Network size et e _,.

Terraform Parameters

__________________________________________

Azure Pipelines Terraform Build

4'..\
4'..\

‘\'."
External DNS "’

Bz_location = "westeurope"

project_name = "syj"

project_environment = "dev" Internal DNS | |
gateway_domain = "dynamicsites.nl"” Appllcatmn Gateway L

internal_domain

clqud_sto fagé; rg Firewall Azure Container Reglstry
"tml-log-analytics" b !l"’y

# Log analytics

log_analytics_resource_group
log_analytics_workspace_name

]
]
]
]
]
]
]
]
]
]
i
]
"dynamicsites.internal"” !
]
]
]
]
]
]
]
]
]
]
]
]
]
]
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Pipeline for clusters

Deploying Clusters

M|n|mum Set Of pgrqmeters Dev Azure DevOps Azure Cloud In7ucture
- Terraform state Dq_ '3 A
- Project name = ( ©)- -

Virtual Metwork
Azure Blob Storage

) P rOJ e Ct e.n VI ro n m e nt m : Terraform Modules ..’ (terraform remote state) ‘:‘;m
" N etWO r kl n g I n fO . Cuntajﬁ::lﬁegistry

Azure Pipelines TerraforL‘n Build

Application

. Visual Studio
- Kubernetes version S
- I Sti O Ve rS i O n inf:r:f:?;::_z‘z;aﬂf_tfamme "sre2terraforming” > [“} ___________________________________ E; it?ﬁeiy‘

infra_container_name "tfbhlob" H

U
- # N O deS infra_key "infra.svj.dev.tfstate" Resourq:e Group

cluster_storage_account_name = "k8sudeshdev0l"

- Namespaces

¥
L ]
N

Sutinet (B 0B

] = "kBsudesh" RN ]].
project_subnet = "10.2.0.0/16" . J]]. _‘]].
kubernetes_version = "1.13.5" Azure
kubernetes_kubelets = "5" . Kubernetes Azure

Service KeyVault

kubernetes_node_size= "Standard_DS3_v2"

___"___________________________

istio_version = "1.1.4" @
project_namespaces = [ |
"rockstars", . Loadbalancer :
"students", H i .'y
I "ietsns”, H

1
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Pipeline for application developers

Deploying Applications
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Minimum set of parameters

--- deployment, seruvice

image:
repository: acrinfrasvjdev.azurecr.io/tml-istio
repositoryProject: hellosudesh
tag: latest

replicaCount: 2
resources:
requests:
memory: 256Mi
limits:
memory: 512Mi

service:
name: helloing
version: vO0.1
namespace: rockstars
externalport: 80
containerPort: 8080
prometheusPort: 9080

--— virtualservice
virtualService:
ingressName: ing-gateway.istio-system
hostName: k8sudesh.dynamicsites.nl
endpoints:
= uri: hellosudesh
destinationService: hellosudesh-service
destinationNamespace: rockstars
destinationPort: 8080
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Observability




Lessons Learned




Future work




